


Online contact

Private and personal







Who is it?
What do they 
want?

How do I 
know them?

Are they asking me 
to do anything?

What is their 
tone like?

Was I expecting
the message?

Do they make any 
claims?





To make you do something

To sell you something 

To change your views and beliefs 

To influence you



In order to change your views and beliefs about 
something, someone must first gain your trust. 

Task
Write a list of ways someone 
might try to gain your trust 
online

5 minutes 



Your list may share similarities with what we would 
expect from a good online friend. 



Task
You will now see 5 online conversations happening on 
different networks. Read them carefully and think 
about the following;
- Would you trust this person?
- What are they asking for?
- Could the messages be read in a different way? 
- Is there any potential risk?

5 minutes 
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Sometimes situations may appear to 
be quite risky but not pose a great deal 
of actual harm to us and vice versa  

Risk 

H
ar

m

Where would you put this message?

Risk = Exposure to 
danger, harm or loss.

Harm = harm an 
individual might 
encounter – physical, 
emotional, reputational



Task
Use the graph to plot the level 
of risk (how risky you think 
the situation is) against the 
level of harm that it could 
cause. This harm could be 
physical, emotional, 
psychological or reputational.
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CEOP have a reporting button on their website ThinkuKnow.co.uk
which allows you to report anyone who is asking you to meet up 
offline, share personal information or images and videos of yourself. 

Social networks and gaming networks provide their own reporting 
tools for unwanted contact as well any profiles, posts or content 
which may concern you. 

You can anonymously report any online contact or content which is 
inciting hatred or violence to others or that is promoting terrorism.



Task
- Write a checklist of things to look 
out for if someone is contacting 
you online
- Remember to think about the 
different ways in which someone 
can contact us online. 

5 minutes 



Does this mean 
we can’t trust
anyone now?



If this person compliments 

you, includes you and 

wants a picture of you

Think why?

If this person starts to 

bring up controversial 

topics

X ? ! 

Think why?

If this person wants you to 

follow a link 

Think why?

If this person wants to 

introduce you into a new 

online community

Think why?

If this person has all the 

same likes as you  

Think why?

If someone new online 

you haven’t met takes 

an interest in you

Think why?

Most of the time people are great online but if 
you are talking to someone you don’t know, 
remember this person is still a stranger and you 
need to think critically about what they say.



Tell an adult

Block

Report 

Ignore 

Question  






